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Introduction 
This guide is designed for project sponsors, Autonomous Systems Officers 
(ASOs), compliance leads, IT directors, and legal/privacy teams responsible for 
preparing AI systems for certification under DIFC Regulation 10.  
 
It summarises best practices for structuring your approach so that 
certification is not treated as a one-off exercise, but as a managed 
compliance programme. 
 
The focus is on practical steps and modest, evidence-driven actions that help 
organisations reduce risk and build confidence in their certification journey. 
 

1) Confirm Scope, Roles, and Certification 
Path 

o Confirm the system is autonomous or semi-autonomous, processes 
personal data, and is used for High Risk Processing (HRP). 

o Clarify roles: Deployer, Operator, Provider. Align internal ownership. 
o Agree on the Certification Programme Requirements (CPR) with your 

Accredited Certification Body (ACB). If bespoke CPRs are used, map 
them to the Framework’s requirements. 

o Open an evidence register early and link each requirement to a 
concrete artefact (policy, logs, tests, contracts). 

 

2) Establish Governance and Appoint the ASO 

o Approve an AI governance policy covering fairness, transparency, 
accountability, security, and ethics, with lifecycle checkpoints. 

o Appoint an ASO with competencies comparable to a DPO, plus 
technical depth. Ensure independence, resourcing, and no gaps in 
coverage. 
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o Define an operating model (roles, RACI, approvals, escalation, training). 

 

3) Build Your Evidence Base by Design 

o Run an AI-DPIA to justify HRP, assess necessity and proportionality, 
catalogue risks, and record mitigations. 

o Maintain core artefacts: AI policy, risk register, data inventory & 
retention, lineage, model cards, change logs, audit trails. 

o Engineer purpose control: ensure the system acts only within human-
defined purposes and constraints; keep logs and guardrails. 

o Prepare system-specific privacy notices explaining purposes, limits, 
outputs, safeguards, and certifications. 

o Maintain a public Autonomous Systems Register, unless exceptions 
apply. 

 

4) Data Quality, Fairness, and Security in 
Operation 

o Validate data quality and relevance before deployment; monitor for 
drift and decay post-deployment. 

o Test for bias and fairness with metrics; document remediation and re-
testing cycles. 

o Threat-model AI-specific risks (poisoning, extraction, prompt injection); 
implement layered controls. 

o Monitor production behaviour; define retraining cadence, rollback 
criteria, and feedback loops. 
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5) Third Parties and Cross-Border 
Considerations 

o Conduct enhanced due diligence on vendors, providers, and hosting. 
o Contractually allocate responsibilities; include audit rights, sub-

processor controls, and safeguards. 
o Ensure cross-border transfers use appropriate mechanisms (adequacy, 

SCCs, TIAs). 
o Where due diligence is impractical, record rationale and compensating 

measures. 

 

6) Complaints, Dispute Resolution, and 
Transparency 

o Publish a clear complaints channel for system impacts; acknowledge 
within ~1 month. 

o Maintain a complaints register; report trends periodically to leadership. 
o Prepare an appeals and dispute resolution process; anonymise case 

notes where appropriate. 
o Ensure external statements about certification are accurate; manage 

use of marks/seals. 

 

7) Interactions with the Commissioner 

o Document procedures to notify the Commissioner within 30 days of 
suspension or revocation of certification; include corrective actions and 
reinstatement steps. 

o Report substantial changes (ownership, personnel, resources, 
design/use) promptly; keep notification records. 

 



DIFC Reg10 Certification Prep Work 5 

8) Run the Certification Like a Programme 

o Conduct an internal pre-assessment: gap analysis, quick wins, and 
remediation planning. 

o Undergo ACB assessment: interviews, artefact review, site inspection (if 
applicable). Track findings to closure in a corrective action plan. 

o After the award, treat the 3-year certification as a control cycle. 
Schedule audits, complete annual attestations, and review material 
changes. 

o Guard usage of certification seals and claims; maintain a register of 
references (web, product screens, sales decks). 

 

Pro Tip: Keep the evidence pack lightweight but auditable. Use versioning, 
cross-referencing, and ownership. Align Board/ExCo briefings to certification 
milestones. 

 
 

Closing Note 
Certification under DIFC Regulation 10 is not a final milestone but part of an 
ongoing compliance cycle. By following these best practices, organisations 
can approach certification with confidence, ensuring both regulatory 
alignment and operational resilience. 
 
For support in structuring your certification programme or preparing for 
assessment, please contact: 

White Label Consultancy  

hello@whitelabelconsultancy.com  

www.whitelabelconsultancy.com  

mailto:hello@whitelabelconsultancy.com
http://www.whitelabelconsultancy.com/

